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Accessing Secure Web Messenger From St. Paul Federal Credit Union

At times, St. Paul Federal Credit Union will need to send information to you electronically, using a secure
email server. This secure server enables us to provide you with important, confidential information in a

manner that protects your privacy. St. Paul Federal uses PGP Universal Web Messenger to provide this
service.

If St. Paul Federal sends a secure email to you through our Secure Web Message server, you will receive a
notification email in your inbox with the subject: “St. Paul Federal Credit Union Secure Web Message”:

St. Paul Federal Credit Union Secure Web Message Backto messages | 4 4
o Christopher M. Petersen 7:16 AM
To Michael Berg Reply |~

-
¥ou hawve received a 5t. Paul Federal Credit Union Secure Web Message from:
Christopher M. Petersen <infolstpaulfcu.org>
To read this message securely, please click this link:

hotops://keys.stpaulfou.org/b/b.e?r=5 En=f4Ix2bG32BMcUg4nZ4Bg

This email will contain an active link to St. Paul Federal’s Secure Web Messenger. Click on the link to log
in to the web messenger so you can receive the confidential email from St. Paul Federal. Be sure that the
link in this email is originating from a “https://keys.stpaulfcu.org/” address similar to the example above.

Logging In for the First Time

When you click on the link in your first secure email from St. Paul Federal, you will be prompted to
create a passphrase that will allow you to access all secure emails sent to you from St. Paul Federal:

St. Paul Federal Web Messenger EEE'
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Create Your Passphrase

Your passphrase has been reset. Please enter a new passphrase.
This server requires your passphrase to meet the following requirements:

» They must be atleast 8 characters long.
» [tmustinclude an uppercase letter, a lowercase letter, a digit and a punctuation mark.

For example, “kittycat” is not a valid passphrase, but "k1ttYc@t" is a valid passphrase.
Here are some recommendations for protecting your passphrase:

Use an easy to remember passphrase that you dont need to write down.
Dontuse obvious passphrases that can be easily guessed.

Dont make your passphrase a single word.

Dontuse famous quotations.

Passphrase: ||

Confirm Passphrase:




Once you have established your passphrase, you will be asked to select a “Message Delivery Option”.
This step is required at the server level; however, all emails from St. Paul Federal will be delivered
through a regular (non-secure) server unless it is marked or determined to be confidential, in which case
it will be sent using our Secure Web Messenger. On this screen, please confirm that the radio button is
selected and click on Choose Option:

& Settings @ Help ® Logout

St Pal.“ FEdEI"al Web Messenger ﬁE
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. Message Delivery Options

Flease select how you would like to receive future messages from this site.

(& PGP Universal Web Messenger
Iwantto use the passphrase | just entered to exchange messages securely on this Web site.

Save a copy of all outgoing messages in my "Sent” messages folder.

& 2011 5t. Paul Federal Credit Union. All Rights Reserved.

At this point, you will enter your Secured Email Inbox:

@ Seflings @ Help

St. PEI.I' FEdEFEl Web Messenger '
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Michael Berg's Secure Inbox

Messsge 1.3 of ¥ Firat | Previoes | Meod | Lest

[l ol £ From | Subject | Received ¥ | Sice
0= Michad Resg Ercrypitec: Sampls Email Today 1133 A 16 KR
0 Christophes M. Peber. Ermcrypled - Testing Today 11:28 AM 18 KB

Messsge1-2od ]  Firsi | Previoos | Me | Last

@011 B Peci Fansmi Cravin Lnins Al Flgim R

Select the unread message to view the secured email:

@ Setings
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W Help W Legoul

= Hopdy w5 Reply To A0 B Deete. | = Pl Message 10f 2 Frst | Prevvess | Kest | Last

From: “Wichael Berg OSFRS01Y 1133 AM
Ta: “Usan@Domennams coms
Subgech: Endrypled Sample Email

This is 3 samipla encrypEled messags

Michasl Barg




Subsequent Secure Emails

If you receive additional secure emails from St. Paul Federal in the future, click on the link in the
notification email, as previously shown. You can also find a link to the Secure Web Messenger in the
lower right hand corner of our home page at www.stpaulfcu.org. You will be prompted to enter the
login information you created to access your first secure email:

St. Paul Federal Web Messenger
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Welcome to St. Paul Federal Credit Union's
Secure Web Messenger

Please login to access your secure inbox:

. Email Address:
In arder to gain access to your account and messages you must

first enter your email and passphrase associated with this account. Passphrase:

| lost my passphrase

8 2011 5t. Paul Federal Credit Unicn. All Rights Reserved.

You will then be brought to your Secure Email Inbox, where you can open any new or unread emails:

© Seftings @ Help ® Logout

St. Paul Federal Web Messenger
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Pawered By

EQE

| compose Michael Berg's Secure Inbox

N

@ Delete Message 1-2 of 2 First | Previous | Next | Last

Ol | 2| from Subject |Received ¥ | Size
O = Michael Berg Encrypted: Sample Email Today 11:33 AM 16 KB
O = Christopher M. Peter... Encrypted - Testing Today 11:28 AM 16 KB

@ Delete Message 1-2 of 2 First | Previous | Next | Last
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= Haply i Hoply To 88 @ Dubeln Message 1 ol 2 First | Previoss | Nest | Last

Froim:  Bichag Behg” PRTIR011 1133 A
Tre <UsenfOomainrama com>
Subject Encrypled. Sample Email

Thes i9 5 mampls sncrypled messags

Michael Berg




Forgot Your Passphrase

If you receive a secure email from St. Paul Federal but you can’t remember your passphrase, click on the
link in the notification email as usual, and then click on “I lost my passphrase”.

St. Paul Federal
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Powered By

Web Messenger EER

Welcome to St. Paul Federal Credit Union's
Secure Web Messenger

Please login to access your secure inbox:

; Email Address:
In orderto gain access to your account and messages you must

first enter your email and passphrase associated with this account. Passphrase:

| lost my passphrase

& 2011 5t. Paul Federal Credit Union. All Rights Reserved.

You will be asked to confirm your email address, after which an email containing a link that will enable
you to reset your passphrase will be sent to you at that email address:

St P&Elﬁd"Eral Weob Messenger | [EEE St. Paul Federal Web Messenger
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Rusul Frssphiasy
Passphrase Rosot Message Soent

T Wl e 0 T g bl L0 e e e R
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You have received an encrypted message

Fluase cuele i paiaphus | Seu Ulue Messages Sdiveond b o
Tz Serval e piur BE3ScRIISE I MG Bhe Mltwing U rermints
= Thay rrusl be ot inast ] charsders lssg
* Emustnchie 3 UDPercase WOE. 3 IDwetase el 3 ST and I pancluabn mar.
Vi GuarToie, WEyea i Aol §valhd DREIEPrERE, Bul WTEVSET i § v DISApAIN
e B8 ST NICOMIMHNAIBanT 15 prolecing poul pasapirass

& Lta ar a5 temserabel pasdohra s sl rou denl nisd I wris dtwn
» Dxnline obacus pEssphmses Mal @n be $28dy Qoessed

& Dond maky mour PTEshiaa 3 vngh weard

» Dot i Exnioun quolsbesd

After resetting your passphrase, click on Continue. You will then be brought to your Secure Email Inbox.



Reply or Send New Message

If you would like to reply securely or need to send confidential information to the Credit Union, the
Secure Web Messenger will allow you to do so once you have signed up.

To reply, simply click the reply button in your message screen and compose your message. When finished
click the send button.

a2
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St. Paul Federal Web Messonger Gl

Wab Messanger

To send a new confidential message to the Credit Union, click Compose on the left navigation bar. A
blank “new message” screen will appear. Enter the email address of the person you are trying to reach,
compose your message and click Send. NOTE: The Secure Web Messenger only will send messages to
@stpaulfcu.org addresses. All other addresses will result in an error.

St Paul fegeral

Michasl Berg's Secure inbox

Web Mossenger




